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Summary
Repository ownership (quarterly) i INFO
Permissions (quarterly) i INFO
Branch protections (quarterly) oK
Instance settings / forgejo.ini (quarterly) CRITICAL

Repository ownership (quarterly)

i INFO — Ownership
0 repositories across 0 owner(s)

Permissions (quarterly)

i INFO — Permissions overview
0 permission assignment(s) found




Branch protections (quarterly)

OK — Force push
Force push blocked on all checked branches v

OK — Approvals
0 branch(es) with mandatory approval v

Instance settings / forgejo.ini
(quarterly)

i INFO — INI file
Read: /etc/forgejo/forgejo.ini

13 settings checked

CRITICAL — INI: [service] DISABLE_REGISTRATION
[service] DISABLE_REGISTRATION: expected 'true', found
‘false’

Expected: Self-registration disabled
Only admins may create new accounts.

OK — INI: [service] REQUIRE_SIGNIN VIEW
[service] REQUIRE_SIGNIN VIEW = 'true' v

Expected: Login required to view content
Prevents anonymous visitors from browsing code or issues.

A WARNING — INI: [service] DEFAULT_ORG_VISIBILITY
[service] DEFAULT _ORG_VISIBILITY: expected 'private’, found
‘public’

Expected: Default organisation visibility is private
New organisations are not public by default.




OK — INI: [security]
GLOBAL_TWO_FACTOR_REQUIREMENT
[security] GLOBAL TWO_FACTOR REQUIREMENT = ‘all* v

Expected: 2FA enforced for all users
Value 'all' enforces 2FA for everyone. 'admin' enforces it only for admin:

A WARNING — INI: [security] MIN PASSWORD LENGTH
[security] MIN_PASSWORD LENGTH: expected '= 12', found
(not set)

Expected: Minimum password length
IS027001 recommends at least 12 characters.

OK — INI: [security] INSTALL_LOCK
[security] INSTALL LOCK = 'true' v

Expected: Installation page locked
Prevents re-initialisation of the instance.

A WARNING — INI: [repository] DEFAULT _PRIVATE
[repository] DEFAULT PRIVATE: expected 'true', found 'last'

Expected: New repositories private by default
Prevents accidentally public code.

i INFO — INI: [repository] DISABLE HTTP GIT
[repository] DISABLE _HTTP_GIT: expected 'true’, found 'false'

Expected: HTTP Git access disabled
Disabling HTTP Git clone/push enforces SSH or token usage. Optional but ir

OK — INI: [webhook] DISABLE_WEBHOOKS
[webhook] DISABLE_ WEBHOOKS = None v

Expected: Webhooks are enabled
Webhooks are required for CI/CD. Also check ALLOWED HOST LIST.

A WARNING — INI: [webhook] ALLOWED HOST LIST
[webhook] ALLOWED_ HOST LIST: expected 'explicit host list
(not empty or *)', found (not set)

Expected: Webhook targets restricted
Prevents SSRF via webhooks. Set to internal CI/CD hosts.



i INFO — INI: [mailer] ENABLED
[mailer] ENABLED: expected 'true', found 'false’

Expected: Email (mailer) enabled
Required for password recovery and notifications.

OK — INI: [log] MODE
[log] MODE = 'file' v

Expected: Logs written to file
IS027001 audit trail requires persistent logs (not console only).

OK — INI: [log] LEVEL
[log] LEVEL = 'Warn' v

Expected: Log level
'info' is recommended for audit purposes.

i INFO — API settings
Forgejo API limits (for reference)

Max response items: 50
Default paging: 30

Automatically generated by Forgejo 1ISO27001 Monitor.
Findings with status CRITICAL or WARNING require follow-up.
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